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m Folgende Aussage hoért man immer wieder:

o ,Der IBM Mainframe ist das sicherste kommerzielle Betriebssystem, das es
derzeit gibt!"

m Das muss relativiert werden! Richtig ist:

o ,Der Mainframe ist das am besten sicherbare (most securable) kommerzielle
Betriebssystem, das es derzeit gibt!"

m Die Konsequenz: Es muss etwas getan werden, damit die Sicherheit
gewahrleistet ist!
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IBMs ,, System Integrity Statement”
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IBM unterstiutzt die Sicherheit und
Systemintegritat!

Seit uber drei Jahrzehnten!

... und bestatigt diese Unterstltzung
immer wieder aufs Neue!

Es wird darin auch Bezug
genommen auf den Protect Key
und APF!

IBM z/0S® System Integrity Statement

Firet issued in 1973, 1BMs MVS™ System Integrity Ststemeant, and subsequent statemeants for

0S/380* and 2/0S, has stood for over three decades as a symbol of IBME confidence in and
commitment to the z/0S operating system. IBM reaffrms its commitment to z/0S System Integrity.

IBM's commitment includes design and development practices intended to prevent unauthorized
application programs, subeystemns, and users from bypassing z/OS security - that is, to prevent
them from gaining accees, circumventing, disabling, altering, or obtaining controi of key zZ/0S
system processes and resources unless allowed by the installation. Specifically, 2/0S *System
Integrity” is defined as the inability of any program not autherized by a mechanism under the
installation’s control to crcumvent or disable store or fetch protection, access a resource protected
by the z/OS Security Server (RACF®), or cbtain control in an authorized state; that is, in supenvisor
state, with & protection key less than eight (8), or Authorized Program Facility (APF) autherized. In
the event that an IBM System Integrity problem is reported, IBM will always take action to resolve it.

IBM long-term commitment o System Integrity & unique in the industry, and forme the basis of
ZJOS' industry leadership in eystem security. zX0S i designed to help you protect your system, data,
transactions, and applications from accidental or malicious modification. This is one of the many rea-
sons IBM System z™ remane the industry’s premier data server for mission-criical workloads
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m Von Haus aus starke HW-Plattform
= kryptographische Unterstitzung, HW Protect Key, EAL 5+ ...

m Neue Technologien und Vernetzung

m PlattformiUbergreifende Standards werden unterstitzt

m LDAP-Unterstitzung

m Kerberos

m X.500 Zertifikate

m Der Security-Server mit RACF (oder ACF2, TSS, ...) steht im Mittelpunkt
m LPAR (z9xx, z9, z10, z196, zEC12, z13) EAL 5+ zertifiziert!
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Was heisst Sicherheit? (1/2)
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m Physische Sicherheit
o Zutrittskontrolle

o Backup / Katastrophenplan

Standort
A

2064-100 Sysplex Timer Sysplex Timer Standort

2084-A0B .
2084-A08 -
2083-A08 ETR 2084-A08 CDI.![E'I.I'Ig B
Facilities

Coupling
Facilities

2064-115 2084-324 2084-319 2084-319 2084-319 CF 2084-319 2084-319 2084-319

2084-324 2064-216

zSeries 27'176 MIPS

Total 54'992 MIPS zSeries 27'816 MIPS

T FICON FCV
ERCON 4% FICON
FCoN
2 x FICON Dir -
PPRC (FIBRE] - [111/129 18]

5 x STK 9310
(27'500 Slots)

1 5x5TK 9310
27'500 slots)
72 x STK 9840
. l 3 x VTS B20 PEER to PEER (ESCON/FICON) 3 x VTS B20 l
(8°000 slots) (8°000 slots) ]
ﬁ’) Optical IBM 3995 VTS B18 (Optical Backup)
(1'250 Slots) -

72 x STK 5840

Zo=E0o

(35TB, 40 LIBs, 6'750 Slots)
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m Systemintegritat

m Autorisierte Programme

m Program Property Table (PPT)

m Konsolprotokoll

m System Management Facility (SMF)

m Kryptographie (Verschlisselung)

m Resource Access Control Facility (RACF)
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Beispiel einer RACF Struktur
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SYS1

ISFUSER

| ISFSPROG  ---
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